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We're only human:

IAM(Identity and Access Management)
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Digital sovereignty is...

MEZ 2 H2 oL MEER 24D Yo,
HOHE 23 A F4E 7190 DX Y YA T3

—

!

mot

rr
N
ot

A O
T AN

ool | |
E2% oo

HOlE HMolol =&d
01|E1uaf0| 7|

AN =

x| 5712
2| A|&EE ALE

|'|‘.J rulo




ea0] & ZE| SCIRE,

regardless of cloud maturity.
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THALES

Building a future we can all trust

Sponsored by

EXCLUSIVE
NETWORKS

Visit cpl.thalesgroup.com/data-threat-report
to download the full report

Market Intelligence

Source: 2023 Data Threat Report custom survey from S&P Global F @ \ V @\ _

Market Intelligence, commissioned by Thales.
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Successful security and risk
management leaders can significantly
Improve business uftilization and

data value by building a migration
plan from siloed data security
offerings to data security platforms.

Gartner 2022

Strategic Roadmap for Data
Security Platform Convergence
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CipherTrust Data Security Platform - CDSP

CipherTrust Manager
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] CipherTrust Connectors :
Ransomware
Discovery Protection, Database Application - . . Secrets
and Classification Encryption and Protection Data Protection Tekelpizelilon Eniierpiiise Multi Cloud Management
Access Control
‘ E ;g
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Discovery Encryption and tokenization Key management
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Detailed
Reports
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Data Protection
Gateway for REST

Database
Protection

Transparent
Encryption with
Live Data
Transformation

How

CipherTrust 7{ 4l H

Tokenization
(Vaultless & Vaulted)

Application Data Protection

(SDKs)

Application Key
Management
(for native TDE)

Batch Data
Transformation

Transparent Encryption solutions for:

- SAP HANA
- Teradata

- Amazon S3
- Kubernetes
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@ Advanced data protection solution integrations
0101
Transparent Live Data ER Windows aws . hadaap
Encryption Transformation
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...and more
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CIE-RWP: Cipnerlrust ransparent encryption —

Ransomware Protection
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Enhance security posture by detecting malicious activities to block Ransomware attacks

Authorized User

File Server Guard Points

Cyber Criminal

CipherTrust Transparent Encryption - Ransomware Protection (CTE-RWP)



I DevSecOpsO|Ale| Or& & a

CE QX[SIHAM GO|E 25 HEZS O E2|#| 0| Mo b= )

1

C

CipherTrust Connectors

Transparent Encryption Data Protection :
for Kubernetes Gateway for REST .r@
(CTE-K8s) (DPG)
Helm « SIEM Compatible Logging
Ansible « Readiness Probes
Terraform
Power Shell
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https://supportportal.thalesgroup.com/community
https://supportportal.thalesgroup.com/community

I CTE-K8s
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-https://github.com/thaiescol-io/ciphertrust-transparent-encrypiion-kubernetes
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Pod 7y PV CIdim Persistent Storage
— CTE|for K8s Volumes
o8

Pod PV Controller

Worker Node Kubernetes Cluster

Storage Class

v
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DPG

-Micro Service Architecture &AM O]Z2|AHO0|H = GI0| £E I 22} K|S
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-https://hub.docker.com/r/thalesciphertrust/ciphertrust-data-protection-gateway
-https://github.com/snpranav/data-encryption-in-tfransit-demo

Pods

Application

Ingress Service ,DPG Application Database
@@ TLS Termination (sidecar) Server

&
REST APIs ﬁ@
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CipherTrust Manager

PROTECT) THALES




=

DevSecOpss ¢ et secret 22

( 2 secret 23 )

CipherTrust Secrets

Management*
- LCrefoh Efo| AR E0 gt &Y
Automate access to 1} 3| Automate processes for

« DevSecOpsE ot &4 2 ALEH

« Secrets R o g « Creating
 Credentials - OfO|HE|E E& ZE| SR E B8 S « Storing

. Certificates et SaasS (Software as a Service) . Rotating
- APl keys oggd M « removing

e Tokens

*Powered by Akeyless Vault
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https://supportportal.thalesgroup.com/community
https://thalesgroup.github.io/ciphertrust/
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Data storage vendors, big data Database (TDE) Key Management

. TDE Key
O puresTorace NUTANI>S vmware SAECIEE Management Client
READY
.ﬂ /—.

— .
‘ mongoDB.  HewtettPackard e — ORACLE % ORACLE

Enterprise E = == EXADATA ngsoit_ S .

—— e T erver

DEALEMC M NetApp

THALES

Home-grown apps, web servers Cloud Key Management
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Google Workspace
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B® Microsoft 365

On-Premises

00

.@ Public Clouds .. @
, CipherTrust Cloud h . ‘_l
Key Manager ‘ :@

Private Clouds
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Virtual CipherTrust
FIPS Level 1
_or_
Luna or Cloud HSM RoT
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Cloud On-Premises

Virtual
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Physical CipherTrust
FIPS Level 1
_or_
Luna or Cloud HSM RoT

| THALES |

Physical CipherTrust

FIPS Level 3
Luna PCI-HSM onboard

il
On-Premises

Physical
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Virtual CipherTrust

Clustered

| THALES |

Physical CipherTrust

Hybrid
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Protect
anything

Intellectual Financial Enterprise ldentities  Payments & digital
Property data data of things transactions

®) el . © —"9‘“ @ % @
anywhere
Applications Data Containers Networks Virtual Clouds
centers
Delivered o
any way . . .
On-premises Hybrid cloud & As a service
hardware or software on-premises
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I Customer Case - Leading Indian Bank

Rehost
Lift and Shift
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Thales &M

CipherTrust Cloud Key Manager
and Transparent Encryption
(BYOE) of Pll and sensitive data
to meet industry compliance

24

Cost reduction

increased efficiency

Time to Value 6 Months
> 100% ROI 3 Years
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Customer Case - Industrial Manufacturer

Replace
Saas r

Thales &M

24

CipherTrust encryption and
external key management to
encrypt data stored on client side
outside of cloud

Documents containing sensitive data
are encrypted inside Google Chrome
browser so Google is not able to see
data in clear; regulation requirements.
This solution was customer built and is
fully cloud native
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By design

Cloud Native

I Customer Case - Leading Korean OTT Service Provider
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