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List<Tensor<?>> imageTensors = new <Tensor<?=>{];

J/ 0|0)A] URL 2|A~EHAM 0|0|AE CH2E=SD, Tensor HElZ H=HEH|CH
for (String url © imagelris) {
Bufferedimage img;
try {
img = Imagel 0. read(nenw (url)).
o Cimg == null) {
cont inue;
1
P ocatch (10Exception e) |
cont inue;

= img.getWidth();
= img.getHeight();
[] pixels = new [width = height];

img.getRGE(D, O, width, height, pixels, O, width);
[] data = nen [width = height = =],
for =0, i < pixels. length; ++i) {

datali = 2] = ( 1 (ipixels[i] => 16) & )
datali = 2+ 1] = { ) (ipixels[i] »» 2) & 1
datali = 3 + 2] = { ) (pixels[i] & )

'

imageTensors, add{Tensor . create(UInt8. class, new [] {1, height, width
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https://www.thehindubusinessline.com/info-tech/openai-admits-data-breach-at-chatgpt-private-data-of-
premium-users-exposed/article66659944.ece
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https://www.securityweek.com/chatgpt-data-breach-confirmed-as-security-firm-warns-of-vulnerable-co
mponent-exploitation/,
https://www.cmswire.com/digital-experience/chatgpt-suffers-first-data-breach-exposes-personal-informa
tion/

https://www.helpnetsecurity.com/2023/03/27/chatgpt-data-leak/
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3. ChatGPT ArO|H =40 2Z&&[1 UZ/API/code
< Ef
https://www.techtarget.com/searchsecurity/news/365531559/How-hackers-can-abuse-ChatGPT-to-creat

e-malware
https://www.itworld.co.kr/news/276325
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https://www.thehindubusinessline.com/info-tech/openai-admits-data-breach-at-chatgpt-private-data-of-premium-users-exposed/article66659944.ece
https://www.thehindubusinessline.com/info-tech/openai-admits-data-breach-at-chatgpt-private-data-of-premium-users-exposed/article66659944.ece
https://www.securityweek.com/chatgpt-data-breach-confirmed-as-security-firm-warns-of-vulnerable-component-exploitation/
https://www.securityweek.com/chatgpt-data-breach-confirmed-as-security-firm-warns-of-vulnerable-component-exploitation/
https://www.cmswire.com/digital-experience/chatgpt-suffers-first-data-breach-exposes-personal-information/
https://www.cmswire.com/digital-experience/chatgpt-suffers-first-data-breach-exposes-personal-information/
https://www.helpnetsecurity.com/2023/03/27/chatgpt-data-leak/
https://www.techtarget.com/searchsecurity/news/365531559/How-hackers-can-abuse-ChatGPT-to-create-malware
https://www.techtarget.com/searchsecurity/news/365531559/How-hackers-can-abuse-ChatGPT-to-create-malware
https://www.itworld.co.kr/news/276325
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71 Governance x +

< Cc 0

& myshn.net/anal

\ _
Skyhigh Security Governance Incidents

OpenAl - ChatGPT

Risk Usage

Dashboards Analytics Policy Custom Apps

Actions v

Overview Traffic - Allowed | Denied URLs

Risk Score Last Reviewed Mar 7, 2023 UTC mm High Risk Medium Risk == Low Risk

Data 7

Service

User / Device 8

Business Lega

3 Cyber

Business Risk:

Attribute Weighted  Review
Category Attribute Value 4 score Weight Score  Date Notes

> B Certifications Compliance Certifications ) None 90 16% 18 Jan 2023 +
> B security Datacenter Security ( No 80 5% 6 Jan2023 +
v Auditing Support for Admin Audit Logging ( No 60 10% 11 Jan 2023 +

Not publicly known 50

Yes 10
> Auditing Support for Data Access Logging /) No 60 10% 11 Jan 2023 +
> Auditing Support for User Activity Logging ) Not publicly known 50 10% 9 Jan2023 +
> Primarily Consumer Oriente Business Type ) Both Enterprise and Consu... 40 16% 9 Jan 2023 +
> Regulatory Compliance EU GDPR ') GDPR Risk Medium 40 0% 0 Jan2023 +
> I Geography Service Hosting Locations Hosted in US 10 11% 2 Jan 2023 +
> I Operational Practices nfrastructure Status Reporting Yes 10 11% 2  Jan2023 +
> MM Geography Business HQ ) USA 10 11% 2 Jan2023 +

15



71 Governance X

<_

C 1 & myshnnet/

0) Skyhigh Security

Registry Overview

Dashboards Governance

CoCalc (formerly SageMathCloud)

Qverview Risk

Risk Score LastReviewed Mar 7, 2023 UTC

Data

7
HEE N

User / Device

Analytics  Incidents

Service

Policy Reports  Custom Apps

Business

Data Risk: 7

Attribute
Category Attribute Value 4 score Weight
> I Data Sharing File Sharing Support Yes 80 12%
> 1l Encryption Data Encryption at Rest No 80 10%
> [ Encryption Data Encryption Supported in Backup ( No 80 7%
> | Encryption Key Size of SSL Certificate <= 256 bits 80 1%
> B st Sharing Predominant Content Type /) Files 70 6%
> [ | Multitenancy Encryption with Tenant Managed Keys (Dat /) Multi-Tenant without Encry... 70 5%
> Data Retention Data Retention Policy Upon Account Termil ) Not publicly known 60 13%
> Data Loss Protection ntegrated Data Loss Prevention Capability No 60 4%
> Encryption Signature Algorithm of SSL Certificate ( ) Others 60 1%
> Encryption Data Encryption in Transit TLS 1.0 50 3%

2) TIS 1.1 50

) TS 1.2 20

Legal

Actions

mm High Risk Medium Risk

3

Weighted
Score

32

27

Review
Date

Jan 2023
Jan 2023
Jan 2023
Mar 2023
Jan 2023
Jan 2023
Jan 2023
Jan 2023
Mar 2023

Aug 2022

Cyber

+ + 4+ + + + + + + + 3

mm Low Risk

16



Li ¢ CHAI2 C | Skyhighdemo: x Policy -

& C 1} & webpolicy.cloudmvision.mcafee.com/#/ui/policy/rules?ruleSetPath=%2FApplication_Control%2FApplication_Blocking&view=simple ‘ O % AAR 22

) Skyhigh Security Dashboards  Governance  Analytics Incidents Policy Reports  Custom Apps

Web Policy Application Blocking

Block services based on Service Groups

Getting Started Code View: Inactive

) . These rules apply to all traffic
Hybrid Policy

Global Block Service Groups Status: On

Global Bypass High Risk Services

Private_Access

Legal Risk
HTTPS Scanning

Common Rules

Web Filtering Privileged
Web Filtering Remote
Web Filtering On Premises
Browser Isolation

Content Inspection

Application Control

Application Blocking I

Application Blocking Coaching Bre...
Tenant Restriction

Activity Control for shadow Box ac...
YouTube Contro

Github Enterprise Repo Control

Activity Control

Media Type




Dashboard

Lj & QARE

c 0

highdemo: x

& myshn.net

Marksting 1

Meia 1

High Risk Services
Upload data volume Dy Sel

13.0¢8

Pock 35MB
Solidfies 4861 KB
MEKE
32248
All Closed Incidents
Number of incidents by
2 [] 3 o

LU

Dashboards

ERLLLE

wolume

122.5¢8

1768

for

All Unresolved Incident:
Number of

Anomaly

Anomaly

Month

103

(I I.‘ I

Group risk

ts by Benchm.

143

Connected Apps by Status
Number of apps for n/a Connected Apps -

-

slack incident
- Las

Incide

31

are Services

Resources
ry and Compliance

LR}

Top 10 Allowed Connected Apps by Users

r= for nfa Connected Ap

Mumber of use

neidents - Last Maenth

4,063

Wulnerable Services
ume by S

Upload

Os

Threats

Connected Apps by Risk

Numibzer of apps for nfa Connected Apps

18



Skyhigh Security Cloud Security Lab :

Skyhigh Security= Threat Intelligence &+ & (Skyhigh Security Cloud Security Lab:SCL)& 1 UL
H MAXH2=Z QIR = Threat Research A& &4 & L|Ct. Skyhigh Security Cloud Security Labs= E}
=4t €2 g7 200 =85 HF0 USLH

1. E.EI.O C O|'6':I 0|E-IIE|I-|A (|;||I-IM- '6'II°| El-x|)

AHE & 112|F: Naive Bayes (NB) methods, Bayesian Adaptive Sampling methods, Bayesian Ranking, Bayesian Dynamic Linear Models (DLM), Multi-level
Hierarchical Ensemble Models, Long-Short-Term Memory (LSTM) networks, Clustering methods,Probabilistic TF-IDF Ranking,Discrete Fourier
Transforms(DTF), ARIMA(Auto-Regressive Integrated Moving Average), Vector Auto-Regressive (VAR) models, Rule Engines

2. S22 E AMH|A Ql-E|HA (Shadow IT Q&2 A)
Skyhigh CSL2 S2tRE MH[AE ZAISHY D40|H =28 AIH0A AFE 7tstt 2 r HHlﬁel HEfE EZHO
E Ifotst Zt 2R E MH[AQ| 2[R0 Ciot SE S XS LICH Skyhigh CSL2 SE2IFE MH|AS AA[ZIC 2 X|&
Ho=z &%6}1 FIt5k= A 20| = Darknet I 7|Ef AO|H ?|&d QI&IZ| ™A *ARFOI = ;; Soff [T A0 70|
£ 2%5t= A0 B2B THE L OﬂqAIAE*'OiI Ciot 2|A3 ZHAlE el E2 =& etL|CE ESE Skyhigh CSL2 Heartbled,
VENOM, FREKE, POUDLE EE= BASH2 22 8 FUHO| &=& [[H 30 0007l O|Ato| 22} E MH|AE ZHANSID, 15
| Of B DrOIL' EPNRuLY I1E| AHESHO] EOF FobS LSt nHoA SetRE MH|A (RS2 AFEo| 2|2, 24
HZEZ st ?4’8 A2 M-S L Cf

i



B 9 T 1 = CSP Addition Request Motification - HIAIX| (HTML) pe &= = Bl
oY HAR =8 S % B
M~ 5 B~ | & € —> | @ reamsof 2  Caution: External email. Do not click links or open attachments unless you recognize the sender and know the content is safe.

CSP Addition Request Notification
@ Skyhigh Security CASB Admin <noreply@skyt

2= AFZ @ Rocky Seo

Registry Notification

@0l MAIX|7H EAIEE 2AI0] 2R7t Q06 7|2 SYSY @

Cloud Registry CSP Request Approved

CSP Request Notificatior
This is an update regarding your request to add the following service to the

Cloud Registry CSP A Skyhigh Cloud Registry. See the following details:
Thank you 1_‘or subn'!itting the st Risk Score URL Service Name
Cloud Service Intelligence tearnr
Cloud Registy 5 https://www.upbit.com/ Upbit
Tracking ID
CUST-33523 https:

To review the CSP attributes, Log in to Skyhigh CASB and go to

Governance > Cloud Registry. Search for the CSP and select it.
If the CSP is added to our Clou
calculate close to 50 Risk Attrib
of the CSP. These Scores Low
determine whether Skyhigh CA
Medium Risk or High Risk.

Or click to review the CSP attributes here: Upbit

Thank you, @ i
This process generally takes ug The Skyhigh Security Team Skyhslegrg
respond when the CSP is adde
information.
To change your email settings, log in to Skyhigh CASB Cloud and go to User > Notification Settings. For assistance, contact your
Thank you, administrator or Skyhigh Support. © 2023 Musarubra US LLC. | Skyhigh CASB | 6000 Headquarters Drive, Ste. 600, Plano, TX 75024,
The Skyhigh Security Team USA

To change your email seffings, log in to Skyhigh CASE Cloud and go fo User
Musarubra US LLC. | Skyhigh CASE Cloud | 6000 Headquarters Drive, Ste. 600, Plang 024, USA =]

O o



) Skyhigh Security

Cloud Registry

M

Service Category

Backup and Archiving

Artificial Intelligence

Artificial Intelli...

Social media
Tracking

Procurement

LAoplication AP

Risk Type

High Risk

ow Risk

Medium Risk

Used

Risk Attributes

Service Group

Hosted on Third-Party Services

Dashboards

Service C

ategory: Artificial Intelligence

Cloud Services

Risk

—
=l

Service Name

Governance

Analytics Incidents

Category

Artificial Intelligence
Artificial Intelligence
Artificial Intelligence
Artificial Intelligence
Artificial Intelligence
Artificial Intelligence
Artificial Intelligence
Artificial Intelligence
Artificial Intelligence
Artificial Intelligence
Artificial Intelligence
Artificial Intelligence
Artificial Intelligence
Artificial Intelligence
Artificial Intelligence

Artificial Intelligence

Policy

Reports

om Apps

Subcategory

Artificial Intelligence

Artificial Intelligence

Artificial Intelligence

Intelligence

Intelligence

Artificial Intelligence

Intelligen

Artificial Intelligence

Intelligence

Service Group(s)

Artificial Inte
Artificial Inte
Artificial Inte

Artificial Inte

Artificial Inte

Artificial Inte
Artificial Inte
Artificial Inte

KAKAQD, (

Artificial Inte

Artificial Inte

Artificial Inte

Artificial Inte

Actions

W

Enterprise Ready™




LinkedIn: Select Activites to B

Cloud Proxy At& Al Shadow IT M| ZeHCI22E HZ2E M)

D Add position
D Add summary
Select criteria to limit ruleset A
evaluation to. |:| pp
. H O = N = = .
Web POlle Activity Control New 2 r et | | | Archived messages
Block services based on Service Groups or Service Categories ,’ ~ I Client IP : |:| Ask for
] Getting Started ( Comectionit 7§ recommendation
< Edit
These rules apply to all traffic \ User Group 1 |:| Create group
©  Private_Access -~ l User Name 1
Service Groups (1) 5 - e —— D Delete post
@ HTTPS Scanning Service Group D Download
fd LGE Test: D load Blo(k URL/Domain/Host _ )
- Global Block e v D | | Edit profile
®  Common Rules - |:| Group
Service Category 4 .
D Join group
©  Web Filtering X
D Login
© Content Inspection Add Service Categories to block login, uploads & downloads [ ] mail
Application Control |:| My connection
ervice Category
Profile organizer
Activity Control New 1 . |:| 5
. Slack: Download | ] search companies
i i Individual Services (9) +
lication Blockin, .
" . D Search job
Tenant Restriction Adobe Creative Cloud: Select Activites to Block Block | see Download |:| Sent invite
Login
Acsivity Control Atlassian - Opsgenie: Download D g |:| Sent recommendation
Download " | post
Atlassian Confluence: Download Block | eee |:| Share group
Application Coaching Login D Upload
Atlassian JIRA: Download Block | +a D Trash message
Activity Control New 2 Post
I Trello: Download - voe OK |:| View
Tenant Restriction New 1 - Upload recommendation
Zoom: Download " e
- [] Post
Slack: Download —w* "
@ Media Type OK D Comments
OpenAl API: Select Activites to Block Block | see |:| Trello: Download
@ Browser Isolation D Job
OpenAl - ChatGPT: Select Activites to Block Block | ese
Upload
@ Data Protection (DI PY Download |:| P
D Photo
D Upload D Q
esume
OK
OK

22



Predefined 150 SaaS 2|AE

Select Individual Services

Q Search

Adobe Creative Cloud
AdRoll

Airbnb

Airtable

Amazon

Amazon Drive

Amplitude

Amplitude

AOL Mail

Apple Developer

Apple iCloud

Articulate 360

Atlassian - Opsgenie
Atlassian Bitbucket
Atlassian Cloud

Atlassian Confluence
Atlassian JIRA

Autodesk - InfraWorks
Automattic - WordPress.com
Bitdefender Cloud Security
BitTorent

Box

Branch

Browserstack

Canva

Chocolate Platform by Vdopia
Cisco Meraki

Cisco Webex Teams

Citrix ShareFile

N Y < | < AY < Y <

Cloudera

Citrix SD-WAN (formerly NetScaler SD-WAN)

N 1 o

Cloudflare
Cloudinary
Datadog
Digg
DigiCert
Disqus
DocusSign
Dropbox
Dynatrace
eBay

ESET

ESPN
Evernote
Facebook
Fastly
FedEx
Figma
Flixwagon
Force.com
Fortinet - Fortiweb
Freshdesk
GIPHY
GitHub
GitLab
Gmail
Google - Blogger
Google APIs

Google Calendar

Google cloud platform cloud consaole
Google Connected Apps

Google Contacts

I < o

Google Drive

Google Hangouts

Google Maps

Google Sites

google.com

Grafana Labs (formerly Raintank)
Grammarly

Gravatar

Hotjar

HubSpot CRM

Imgur

Instagram

Intuit - ProConnect Tax Online
JetBrains - YouTrack
LaunchDarkly

Linkedin

Live Chat

LogMeln - LastPass

Lucid - Lucidspark
Malwarebytes

Mashery

Microsoft - Teams

Microsoft Exchange Online
Microsoft Office 365 and OneDrive
Microsoft OneDrive

Microsoft OneMote

Microsoft Sharepoint Online

Microsoft Translator (Bing Translator)

Miro (Formerly RealtimeBoard)
MongoDB Cloud
Mulesoft Anypoint Platform

(YN[ < Y | < | < ||

Mulesoft Anypoint Platform
Myspace

New Relic - APM

Nation

Okta

OpenAl - ChatGPT
OpenAl AP
OpenstreetMap
OpenText - Hightail
Optimizely

Outlook.com

Pinterest

Poply

PubNub

Pusher

Python Package Index
Qualtrics

Qualtrics

QuickBase

Red Hat Insights

Red Hat Online Learning
Reddit

Salesforce - Field Service
Salesforce.com

SAP HANA Cloud Platform
Sentry

Shopify - POS

Skype

slack

Smartsheet

Splunk Cloud

[ ] spotim

[ ] spotify

|:| Techsmith Relay
D TradingView

Trello

D Trello

D Tumblr

[ ] Twilio

[ ] Twitch

|:| Twitter

D Udemy

|:| United States Paostal Service
|:| Vimeo

D VirusTotal

|:| Vuukle

D WeTransfer

|:| WhatsApp

[ ] wix

D Workplace from Meta
|:| ‘Yahoo Mail

|:| Yammer

|:| Yandex.Metrica

[ ] votpo

|:| YouTube

D Zillow

Zoom
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1215 Users €

|
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O 000000

1000

User/IP Address
Bill Matson
SVC-Video
Barry Sanders
Scott Slatter
Paul Palalk
Landon Banks
Allision Reed
David Carter
Sam Hagglin
Keith Tran
Cathy Vanover
Steve Mchugh
Ellie Snark
Aarij Hekkan

lesrer Nanre

Department
Finance
Administrator
Finance
Operations
Human Resource
Marketing
Finance

Human Resource
Operations
Consulting
Finance
Development
Operations
Finance

Finanre

Services

rof
oot

Inbound Outbound Total Allowed Denied Upload Allowed
Data Data Data Data Data Data
206 17 ce 822.7 ca 839.7 ce 839.7GB 0B 820.8 co 175.9K 157
218 528cs 2942¢cn 347 ce 347GB 0B 2933 ce 193.3K an
237 201.2Ge 260.2 o 461568 461.5GB 0B 2594 6o 1633K 36
21 28.1Ge 2441 cn 2722 6o 2722GB 0B 2432 6o 2129K 509
245 354ce 237 4 6o 2728 e 2728 GB 0B 236.7 ca 151.5K 748
138 226ce 1474 6o 170 Ge 170 GB 0B 147.2 o 34.2K 73
186 348cs 138.2 e 173 ce 173GB 0B 137.5¢co 170.7K 36
324 16.6Ge 122668 139.1 e 139.1 GB 1.4MB 1223 ce 80.4K 919
133 383ce 109.5 e 1478 ce 147.8 GB 0B 109.3 ca 649K 102
208 66.7 ce 106.4 ce 173 ce 173 GB 0B 105.7 ce 794K 139
187 22.16e 91.56e 1135ce 113.5GB 0B 91.1 6o 853K 12
134 303cGe 86.2 ca 116.5Ge 116.5GB 0B 858 cn 646K 32
145 438ce 79.5cn 1233¢e 1233GB 0B 79.3¢co 385K 80
164 4068 78.8¢ce 118.8ce 118.8GB 1548 KB 78.5¢e 73K 195
16R A 3cn A9 Qnn Th3cn TAIGR 0OR A9 7 rn A0 2K A2

Last Activity
Apr 06, 2023 UTC
Apr 06, 2023 UTC
Apr 06,2023 UTC
Apr 06, 2023 UTC
Apr 06, 2023 UTC
Apr 04, 2023 UTC
Apr 06, 2023 UTC
Mar 28, 2023 UTC
Apr 06, 2023 UTC
Apr 06, 2023 UTC
Apr 06,2023 UTC
Apr 06, 2023 UTC
Apr 06, 2023 UTC
Apr 06, 2023 UTC

Anr 06 2023 UITC

Watchlists

3 Watchlists

3 Watchlists

3 Watchlists

3 Watchlists

3 Watchlists

3 Wartchlists

3 Wartchlists

3 Watchlists

3 Watchlists

3 Wartchlists

3 Watchlists

3 Watchlists

3 Watchlists

3 Wartchlists

3 Warrhlisrs
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User Overview

Services

User: Bill Matson

206 Services e

rl Risk ¥ Service Name Category

|:| | 6 Komoona Marketing
] [ Linkedin Social media
|:| 6 Myspace Social media
L1ls Netflix Media

|_] 6 Reddit Collaboration
|:| 6 Scribd Collaboration
(]ls Spotify Media

|:| 6 SyncMyRide Collaboration
L]ls Tumblr Social media
D 6 Twitter Social media
L]ls Wikipedia Collaboration
i G CloudDip Cloud Storage
D 6 ZipCloud Cloud Storage
(]ls Let's Crate Cloud Storage

Service Group(s)

IP Owner SP, Mediu

Medium Risk - EU G

Medium Risk - EU G

Medium Risk - EU G

Breached-services, |

Medium Risk - EU G

Medium Risk - EU G

Medium Risk - EU G

Medium Risk - EU G

Breached.services, |

Medium Risk - EU G

Non-sanctioned-clo

Non-sanctioned-clo

Undesirable-cloud-s

Users

Upload
Activities

Requests

168

2,333

10

15

15

510

104

1,036

125

43

160

Upload
Data

Oe

733.6 ke

Oa

Oe

Oe

Inbound
Data

87.9ks

46.2 Mo

286 ks

61.8kn

372kn

12498

1.7 ca

2.1 ma

T4cn

219 me

17.1 ma

155.6 ka

345um

4466 kn

Outbound
Data

[]-]

8.5 ma

95k

353 km

73k

28 xn

297 xa

16.6 ko

4 mo

7293 kn

818.2 xa

66.3 ka

2174 xe

106 ka

Total
Data

87.9«s

54.8 mo

38.1 ke

97.1 ke

445k

152.9 ke

1.7 ce

21w

1.4 o

22.6 Mo

17.9 ma

221 9«8

556.4 ko

552.6 ko

Allowed

87.9KB

S4.3MB

38.1KB

97.1 KB

445KB

1529 KB

1.7GB

2.1 MBE

14GB

226MB

17.9MB

2219 KB

556.4 KB

552.6 KB

Denied
Data

0B

0B

0B

0B

0B

0B

0B

0B

0B

0B

0B

0B

0B

0B

Actions

Allowed Denied
Requests Reguests
168 0

2,353 0

10 0

15 0

6 0

15 0

510 0

104 0

1,036 0

648 0

125 0

43 0

160 0

54 0
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DLP Incident =1

Policy Incidents

| Incident Type: Shadow/Web DLP |

3 Incidents @ (ul

Sev User Name Policy Name Item Name
test SEE SPA_DLP [untitled].rcf
S5E_SPA_DLP [untitled].c

test SSE_SPA_DLP [untitled].txt

File File

Size Type
3BRE RTF, Text
1B Text, Tex
2B e, Tex

Total Match
Count

@

Incident Created On

Feb 27,

Feb 27,

2023 4:42 PM K5T

Incident Response

Blocked

Blocked

Blocked

Incident
Status

New

Service
Name

Naver
Cloud

Device IP

Ivem Id

Cwmer

SE_SPA DLP

Major
& matches were found on the url
httpsz//mail.naver.com/son/write/file/upload ByXHR.
Action taken was Blocked.

Service Name Maver Clou
Incident Created On

Last Updated Feb 16,
Blocked

User test

10:14 AM EST
1014 AM KST
Last Response

Incident Status

Resolution Action

MNone

URL Details

Destination URL https://mail.naver.com/

fuploadByXHR

rite/file

Device Information

Device IP

Content

Item Name [untitled].rtf

tem Type File

6 Matches Found

-destpeet 1 ::"- =yest Nnnni. =] confidential

testies tes...

1 Classification Match Found

MPA_DLP test
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Technology

@
&R

Communication

%ﬁ%

Internet of things

----------

Automation

?%é
Al

Networking
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Point solutions create security gaps

Data Security

D Endpoint Network @ Web Cloud m Data Center P;l;)/;’;e

ON-PREMISE o

DATA LOSS PREVENTION visibility / control of data in the cloud & private apps

T o © shared risk d.atabase
o protect mobile workforce

® insights beyond the cloud CLOUD SECURITY




Security Service Edge

Secure Web Gateway

Cloud Access Security Broker
Zero Trust Network Access
Unified Platform

Secure access to the web, _ .
. . Identify and protect data in
cloud services, and private _ .
o use, in motion, and at rest
applications

Protect from malware
and user behavioral

anomalies

Apply Zero Trust principles

Enable a hybrid

workforce
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MEDIUM RISK WEB & SHADOW APPS

SWG & M

SANCTIONED SAAS

CASB ¢ it
HIGH RISK WEB & SHADOW APPS G &P box M tslack
SWG ® M

SE AR 20| THY B9 AL
QE|X| B2 ERARRLO] B Y W]

UM A REEF EE BY AO|E 2 ISE|X| 7L} 2| E|X| Bt FXIQ] YN,
W £E HUE Y YEE ELE CHREE KHg

O 0> re

DEVICES & LOCAL NETWORK

EMAIL
ENDPOINT DLP

')

L& = MXI0AH S8t TrUHE Al O|H Y ALE
SOUEIX] 42 EtARRL SR=71

2212 E JQ oz o| A} HiX|,
USB, QI&f, 3™ K F.

CORPORATE DATA CENTER IAAS

PRIVATE ACCESS CNAPP
el SEZ2 1| O|EIE HSHH, T A O GoogeClouwd
Loy o Z23 0|6 2RE M3

HUYE L Moz He ol 0f|0|E{ '&AlHEX
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SO0 LI= Saas (2101 H11Dt) 0l CHet 2ok gtot

#2| £| X| 2= Application

22| &&= Saas,
XA A H| A

Shadow IT
and Web

E EI CASBAPI

(granular) (forward
or ZTNA proxy)
CASB reverse Uncontrolled

Proxy or

box@u

Google s glqcl

|
ol
K
H
0

pdl
o
i
un
(M

-
2

®

Sanctioned Saas E i E No Jurisdiction
and Private Apps




- Ol E2 7|52 SAo =2 ot
Skvhigh - ecirEsssts
. OOl M2 U AR MHI2 HD

Security

We protect the world’s data

0|D
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A
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Gartner

2022 Gartner® D& FE=

2 E SSE XIE

CHALLENGERS

Cisco

Palo Alto Networks

LEADERS

Zscaler

Netskope

Skyhigh Security

Broadcom
iboss

‘ Forcepoint (Bitglass)
Forcepoint Lookout
Versa
NICHE PLAYERS VISIONARIES
7tE Oj % FEHE SSE(SSE &8 M 2|0H)

2022 Gartner® Security Service Edge
si4) o BIA
Skyhigh Security = 20223 ZH

A LHE 7HELH Q| SSE A A EIt
d F2=20AM 1 2 2dotsLC

o O

USE CASE SCORE

Q8| AIO|E XtTH 3l SEHSE AL 19
oI =Hx| U gre} 19
HHDR 2 FH U BS 19
212 HlojE QUM W BS 19



https://www.gartner.com/doc/reprints?id=1-2956LDCO&ct=220215&st=sb
https://www.gartner.com/doc/reprints?id=1-2964X2V8&ct=220218&st=sb

Skyhigh Security SSE(Secure Service Edge) O}7| &l X
boxﬂ

SWG(Proixy): QIE{El ALE A 4

S5l ALO|E X}g, Q

g HE x|,

222 E Shadow IT H[0, @ @ ™
#7{2|, DLP, OCR 7| 522
Qb QIEYW A S B

ZTNA: AWS, Azure, GCP,
vCenter SOAM 2= L
MH[Aof cist 2
H|o{/DLP/C[HIO|A MO 7| 5&

HE

dws @)

o S
IA AZ ure Google Cloud

Google st slack

Data Center

Cloud Apps
Web & Shadow Apps

CASB: 0365 9 22 Private Apps
7|2 saasS O CHst
U2 Aol 2 Zatec

2212E POP HI& 7|5

£%: + SWG (Proxy)
- HEM + AV

+ Shadow IT X}cH + CASB

- "5 — —_— « DLP

- " X * OCR

- SR/EY Ao R

- HIFE LSS * ZTNA

99.999% HE}
e SE &=

91+ 224 Pop

+ FWAAS/IDS (Q4 2022)

UEZQIE ofo|HE HE: Managed & Unmanaged
+ CASBE Agent EZ 2
- QEW E2jEg 22| pOPRE MY HQ
+ Endpoint DLP Addon (22 Al) T

Remote Site
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SSE (Shadow IT) M2 A
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XAl 1 - Cloud Proxy THE AFS(XHEY AL X}

URL Whitelist 3| &

URL Blacklist X}EF

URL ZHH| 22| 7|HF K&
Shadow IT 7|8t X}Et
AV/Sandbox Emulate

DLP

@ Skyhigh

Security



XA 2 - Cloud Proxy TH= A (X EH+E A}

URL Whitelist 3| &

URL Blacklist X}EF

URL ZHH| 22| 7|HF K&
Shadow IT 7|8t X}Et
AV/Sandbox Emulate

DLP

:

@ Skyhigh

Security



XAl 3 - On Prem Proxy THE AFE(Z2A})

URL Whitelist &1 &

URL Blacklist X+&t

URL JtHI22| D8t Xt&
Shadow IT 2|8t X}

AV/Sandbox Emulate

ChatGPT
DUHZ S
N=.
Skyhigh
SWG o Jts

@
.ﬁ @ Skyhigh

Security



X2 AtE| 4 - On Prem Proxy THE AFE(2AH+VPN)

URL Whitelist &1 &

URL Blacklist X+&t

URL JtHI22| D8t Xt&
Shadow IT 2|8t X}

AV/Sandbox Emulate

VPN/SD-WAN

ChatGPT

2LIHE 2=

s.

Skyhigh

SWG 2t Jts

high

Security



HEZAlE| 5 - On Prem + Cloud Proxy

URL Whitelist &l 2

URL Blacklist X Gt

URL JteEI D2l JfEt g
Shadow IT J| 8 Xt

AV/Sandbox Emulate

[
bl
0

(0

)

.

% i
qu
[n
|El
Jfu
Rl

VPN/SD-WAN

high

Security
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HE8AHY 6 - MEH X Next Hop Cloud Proxy

& nhttps://badlink.com

Risky
Shadow IT

URL Whitelist &l 2

URL Blacklist XIct @
|
|
|
|

URL 9tEI 22| D)8t XtEH
Shadow IT J|B8F X} &
AV/Sandbox Emulate = A

DLP
@
.ﬁ @ Skyhigh

Security
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= Best Practices

Google s¢slack

el 29 ol 2

/] — T —

VPN O|HZ Al 22t E Proxy & &
22| SaaS CASB =
LHE AMHIA ZTNA S

VPN/SD-WAN .ﬁ @ Skyhigh

Security
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